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Who	is	IFW	Global?

www.ifwglobal.com

Licensed	&	Regulated	by	the	NSW	Police	Force	and	State	of	Florida	USA

• International	intelligence	group	specializing	in	fraud,	
cybercrime,	asset	recovery

• Strategic	alliances	with	law	enforcement	globally
• History	of	arrests,	prosecutions,	recoveries
• Extensive	worldwide	networks	of	informants/sources



About	the	speaker
Professional	Background

• 33	years	experience	in	fraud	investigations	&	

surveillance	(15	years	cybercrime)

• Expert	witness	in	Australian	courts

• Worked	in	over	40	foreign	countries	(lived	in	5)

• Recipient	of	3	law	enforcement	awards	(Philippines	

National	Police,	Anti-Cybercrime	Group)

• Strategic	alliances	with	many	foreign	based	LEs

• Board of directors,	International	Association	of	

Cybercrime	Prevention	(France)

• Numerous	high-profile	arrests	and	prosecutions	of	

cyber	fraudsters



• Inside	look	at	the	multibillion-dollar	

crypto	investment	fraud	industry

• Who	is	profiting	from	these	frauds?

• How	well	organized	is	it?	

• Why	can’t	they	be	stopped?	

Crypto	Investment	Fraud





1. Fraudulent	ICOs

2. Fraudulent	cryptocurrency	exchanges

3. Crypto	Ponzi	schemes

4. Honeypot	Crypto	trading

5. Fake	Crypt	wallets

6. Fake	Airdrops	(steals	private	credentials)

7. Bitcoin	“Wealth	Creation”	scams

8. Great	impersonators	(John	McAfee,	Elon	Musk,	

etc.)



• Bitcoin is a digital currency (also called 
cryptocurrency) that is not backed by any country's 
central bank or government

• Bitcoins can be traded for goods or services with 
vendors who accept Bitcoins as payment

• Bitcoin-to-Bitcoin transactions are made by 
digitally exchanging anonymous, heavily encrypted 
hash codes across a peer-to-peer (P2P) network

• The P2P network monitors and verifies the 
transfer of Bitcoins between users

• Each user's Bitcoins are stored in a software app 
called a digital wallet

• Because no identity information is required to 
create a new Bitcoin wallet or address, it is difficult 
to determine who actually controls an address and 
sent or received the Bitcoin.

Can it be traced? 

Bitcoin Tracing Experts



• Criminal	masterminds	compartmentalize	
their	operations	across	various	countries	to	
target	victims

• State-of-the-art	digital	marketing	
techniques

• Massive	securities,	forex	frauds	and	other	
cybercrimes

• Billions	of	US	dollars	in	criminal	profits
• Involved	in	cyber	hacking,	identity	theft	etc.
• Global	network	of	money	launderers
• Close	links	to	govt.	&	political	figures



• Prospective	target	(victim)	data	is	
collected	by	criminal	groups	to	
profile	their	victims	and	
understand	the	best	methods	of	
reaching	them	(Facebook,	
Instagram,	text,	email	etc)

• Fraudster's	study	foreign	
government	publications	on	
crime	trends	and	statistical	data	
to	identify	the	most	vulnerable	
victims

• Specific	campaigns	designed



• Heavily	marketed	on	Facebook
• Cold	calls	made	from	call	centers
• Text	messaging	(link	to	platform)
• Direct	email	notification
• Media	adverts (TV,	Radio,	News)
• Fake	news	articles	(ABC,	CNN)



Facebook	celebrity	Bitcoin	scams



How do these scams work?

Why? 



Auto	generated	text	messaging	is	used	to	lure	victims	across	
the	world	to	the	scam	websites

Why? 



Auto	generated	text	messaging	is	used	to	lure	victims	across	
the	world	to	the	scam	websites

Why? 
The	invested	money	is	immediately	stolen	and	cleared	through	money	remitters	&	
crypto	exchanges	in	eastern	Europe,	controlled	by	the	criminal	masterminds	and	

their	global	money	laundering	network



Why? 



DailyProfit traced	
by	IFW	to	Israeli	
kingpins	in	Ukraine



IFW	operatives	have	identified	
scam	centres in	Ukraine

• Ukraine	has	become	a	global	HQ	
for	Israeli	crime	groups	operating	
forex	&	crypto	scams	across	the	
world
• Ukraine/Israeli/Georgia/Russian	
organized	crime	groups	involved
• Call	centres are	franchised	and	
spread	across	the	country	

Actual	images	from	inside	Ukraine	scam	operation



Sales staff are recruited from Ghana 
and other parts of Africa through 
employment websites/apps

• Roboto.ua app the top choice for sales 
positions inside Ukraine call centres

• Work.ua website frequently used for the 
recruitment of staff to fill positions in 
Ukraine



IFW	has	uncovered	a	University	
of	fraud	in	Ukraine

• 100	trainees	a	week	being	trained	

to	deceive	on	crypto	platforms

• Many	recruits	are	from	Africa

• Salaries	from	USD400	a	month

• Protected	by	local	crime	bosses

• Heavily	targeting	victims	worldwide

Above:	Building	occupied	by	Israeli	crime	group	running	call	centre



How	the	money	is	
laundered	across	the	
world

• The	funds	are	not	traded	on	the	platform	as	
alleged

• Money	is	paid	to	approved	payment	remitters	
or	Crypto	Exchanges	and	then	sent	overseas

• Money	is	then	laundered	through	company	
accounts	usually	set	up	in	offshore	locations	
(Marshall	Islands,	BVI,	Isle	of	Mann,	Hungary,	
Cayman	Islands,	Singapore,	Hong	Kong	etc.)	

• Funds	wired	through	several	accounts	before	
being	distributed	(sometimes	in	cash)	to	the	
master	beneficiaries	(crime	bosses)

• Fraud	masterminds	share	the	profits	



Large	scale	organized	cybercrime	in	the	Philippines,	
targeting	Australia,	raided	in	2018



Money	Talks
Not	one	single	Israeli	was	convicted	of	any	crimes

7 June 2018 14 June 2018



HISTORY	
OF	FOREX	CRIME



Why? 

“Organised	crime	in	Israel	grown	to	"monstrous	
proportions"	as	a	result	of	online	investment	fraud”

In	a	bombshell	speech,	a	senior	Israel	Police	officer	told	a	Knesset	panel	on	
Wednesday	that	Israeli	crime	kingpins	are	behind	the	binary	options	industry	
and	that	organized	crime	in	the	country	has	been	massively	enriched	and	

strengthened as	a	result	of	law	enforcement’s	failure	for	many	years	to	grasp	
the	vastness of	the	problem.

Left: Police Superintendent Gabi Biton at an August 2, 2017
Knesset panel devoted to a proposed law to ban Israel's binary
options industry. (The law passed in October.) Biton told the
panel that organized crime in Israel had grown to
"monstrous proportions" as a result of online investment
fraud.
(Source:	Simona	Weinglass/Times	of	Israel)



High	Profit	- Low	Risk	
Transnational	Organised	
Criminal	Enterprise

• Israeli	Securities	Head	Samuel	Hauser:	“Binary	options	
are	like	those	blood	diamonds,	in	that	the	mining	process	in	
Africa	has	exploited	and	harmed	so	many	people.	We	must	
expand	our	enforcement	capabilities	in	order	to	eliminate	
binary	options	trading.	The	common	belief	of	tens	of	countries	
around	the	globe	is	that	the	Israeli	authorities	are	turning	a	
blind	eye	towards	binary	options	and	are	reluctant	to	solve	
the	problem.”	June	13,	2017



State-of-the-art	Israeli crime	
gangs	have	now	switched	from	
Binary	Options	to	Crypto	fraud



Lee	Elbaz	
became	the	
shameful	public	
face	of	the	Israeli	
Binary	Options	
crimewave,	
receiving	a	22-
year	sentence	in	
the	USA	after	
being	arrested	by	
the	FBI

ISRAELI	CRIME	BOSSES	EXPOSED





Yossi	Herzog,	Israeli	citizen,	was	indicted	by	a	US	grand	jury	in	February	2019,	and	again	in	a	
superseding	indictment	issued	in	September	2019.	He	was	indicted	together	with	his	business	
partner	Yakov (Kobi)	Cohen	and	13	of	their	employees.	Herzog is	now	a	fugitive	believed	to	be	

hiding	in	a	country	with	no	US	extradition	treaty

ISRAELI	CRIME	BOSSES	EXPOSED



Israeli	Yakov ‘Kobi’	Cohen	was	
the	owner	of	a	Binary	Options	
empire	indicted	by	the	FBI

“The	indictment	alleged	that	between	2014	and	2017	
Herzog	and	the	other	defendants	had	used	the	websites	
BinaryBook.com and	BigOption.com to	conspire	
together	to	obtain	the	maximum	deposits	from	binary	
options	investors	and	make	sure	investors	lost	the	
money	in	their	accounts	or	could	not	withdraw	it.		They	
allegedly	did	this	through	systematic	
misrepresentations	and	lies”.

ISRAELI	CRIME	BOSSES	EXPOSED



• Kyiv	call	centre	took	in	a	
massive	65	million	euros	in	
sales	in	2019

• Milton	Group	CEO	Jacob	
Keselman accused	of	
masterminding	crypto	scam	
platforms

• Online	credit-card	payments	
were	handled	by	a	Cyprus-
based	company	called	Naspay,	
which	bills	itself	as	a	“state-of-
the-art	payment	gateway”	and	
is	owned	by	David	Todua

Crypto fraudsters exposed



Recent operations 



Law	Enforcement	
Dilemma

• Out	of	our	jurisdiction	
• How	can	you	prove	fraud?
• No	crypto	tracing	resources	to	pursue	
this	type	of	cross	border	fraud

• Not	our	problem	
• No	budget	for	overseas	operations
• Victim’s	money	has	gone	overseas
• Offenders	are	overseas
• Our	hands	are	tied



Victim	shame
'Anger,	stress	and	embarrassment'

Almost	a	third	of	elderly	victims	of	
crypto	fraud	have	been	too	
embarrassed	to	tell	their	own	
families	or	friends	what	happened	
to	them,	say	researchers.

Feelings	of	shame	often	prevent	
victims	from	reporting	their	
frauds



Better cooperation between Law 
Enforcement & Private Sector is 
critical

• GOVT-PRIVATE-LEGAL partnerships would 
enhance law enforcement’s ability to 
identify, trace and prosecute those involved 
in all types of investment frauds worldwide

• GOVT-PRIVATE-LEGAL partnerships would 
help close gaps and shortcomings in 
evidence gathering

• GOVT-PRIVATE-LEGAL partnerships would 
greatly enhance recovery efforts



Contact	Information	

Ken	Gamble
Executive	Chairman	- IFW	Global
Board	of	directors- International	

Association	of	Cybercrime	Prevention	
(France)

Tel:	+	61	412	433	888	(cell)
E:	kgamble@ifwglobal.com

www.ifwglobal.com

(Thank	you	all)medamo ase

mailto:kgamble@ifwglobal.com
http://www.ifwglobal.com/

