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Introduction to Prefetch Files 

1. Introduced in windows.  Has extension of .pf 

2. Increases speed of applications’ startup processes

3. Helps find evidence of execution.



Image of Prefetch Files 



Prefetch Files Naming Conversion

8-Character HashExecutable name



Prefetch Files Metadata
Timestamp

Number of Counts

Executable Name

Size



Finding Prefetch Files in Windows 10

1. Go to run

2. Open and type prefetch 

3. Run as administrator

4. You are presented with the prefetch files



Open Source Tools for Prefetch 
Investigation

1. WinPrefetchView - https://bit.ly/3EHYOZN

2. PECmd - https://bit.ly/3mIhL8M

https://bit.ly/3EHYOZN
https://bit.ly/3mIhL8M
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