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CYBERX

CYBERSECURITY ACT, 2020

ARRANGEMENT OF SECTIONS

Section

1

Applic
curity Authority
Establishment of the Cyber Security Authority
Objects of the Authority
Functions of the Authority
Governance of the Authority
Governing body of the Authority
Functions of the Board
Tenure of office of members of the Board
Meetings of the Board
Disclosure of interest
Establ
Allowances
Policy dire:
Joint Cybe
Functions

Appointment of Director-General
Functions of the Director-General
Secretary to the Board

ppointment ¢ ct

Internal Audit Unit
Financial Provisions

Funds of the Authority
Bank account of the Authority
Borrowing powers of the Authority
Expenses of the Authority

ccounts and audit
Annual report and other reports
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Comparative Legislation- Africa

Cyber Security Index)
20.00
16.00 —

legal, technical, orgo
12.00 9.99

development, and cooperation. The tab
the overall performance of African countries.

Legal: Out of 54 African countries assessed, 29 /
had passed legislation to promote cyberseg // V.

4 are at the stage of drafting policies or segking
legislative approval.

Africa comes second to Europe in $8rms0Of the

prevalence of legislation. Of all the& pillars
SOURCE - https://www.itu.int/en/myitu/News/2021/09/01/06/54/ Are-African- assessed, this was the measure‘where Africa
recorded its best performance.

countries-doing-enough-to-ensure-cybersecurity-and-Internet-safety


https://www.itu.int/en/ITU-D/Cybersecurity/Pages/global-cybersecurity-index.aspx
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== GHANA, WEST AFRICA =E
In 2020, Ghana's Parliament

Cvybercrimes A e

passed the Countries Cyber force on 30 May 201 7}'/‘ ALt
Security Act, 2020 (Act 1038) protects computer sygeme,
programs and dgtgZess well as
facilifate detectgh” /
investigation, grdsegltion of
cybercnm
~ MOROCCO, NORTH AFRICA — NN SOUTHERN AFRICA
In November 2003, Morocco Botswéona's Cyber crime and
adopted Law No. 07-03, 1o Carfiputer Related Crimes Act (No.
govern attacks on automated 2% of 2007)

data processing systems.
P 95y / 5; Cybersecurity

e Laws
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Include :
X Legislation criminalizing specific malicious behav

X Legislation requiring Gov't agencies to imple der training

% Legislation requiring agencies to set up sec ;/‘// J P Olicies, standards

and practices, and to plan for and test ho Spond to a security
Incidence. /

< Legislation requiring ClI designation aid BOC/CERT in Clls
< Legislation developing frameworksfor coordinated response
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of many African legislatic
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Strengthening the Framework for overnance

C
Strengthening Cyber Security, o Threat

Assessment

Strengthening Operational Cafaetty
Increasing Cyber Domain reness
Strengthening Cyber Epforcement Regime




ENFOR

One of the hurdles is Jurisdiction. Often inves /g would realize that
the perpetrator is outside their country or thgtegal jurisdiction of their

courts. Which is why States are now focys€d,0n the international stage,
using MLAs and establishing allies in yber world.




Majority of cyber-crimes do not ged because they

are unreported to authorities. Manyorganizations fail to
disclose breaches because of the‘negative impact and loss

of trust that arises.




Use of TOR and VPNSs allows hackers to o
anonymlty ‘Beyond this, hackers work tir



ENFOK

Digital forensics has evolved. Best practices g processes have

been developed to identify and preserve evig / £ to aid successful
prosecution of cyber-criminals. /

In many States however it is still challengingto prosecute cyber-criminals
because few professionals have the gxpertise needed to gather and
preserve admissible evidence.




ALIGNING LAW AND ENFORCEMENT IN

AFRICA: Adoption of legislation should go hand-in-
hand with the following next steps:

1. IMPRO\

2. ESTABLISHMENT of specialized L g

3. IMPROVING national computer forensic infrastructufg
4. STRENGTHENING of law enforcement capacity, P2 od international

cooperation /
5. MAINSTREAMING cyber training into the CJlg ugicular




QUO VADIS — AFTER LEGISLATION, WHAT IS

NEXT FOR AFRICAN STATES?

measures.

Invest in building up cybersecurity enforcemer
detect and mitigate cybercrime.

\ hNJ U

ing adequate

Devote resources to setting up and equipping CERTg

capacity to monitor and respond to incident re.

Legislate efficient procedures for investigatingA
thereby to deter cybercriminals.

Jorosecuting cybercrime,

Commit to enforcing cyber legislation wHile protecting digital rights.




QUO VADIS — AFTER LEGISLATION, WHAT IS

NEXT FOR AFRICAN STATES?

Where cybersecu
coordination and thus effective law

f(/a eholders —

m’relhgence on
Mg solutions.

Strengthen legal partnerships between dom

public and private — to encourage the shor
potential threats and collaboration to f|

Enhance regional legal cooperation ¥ opQ African states to
ensure a united voice when negotigfirigover multilateral

cybersecurity standards.
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Adopt a collective, region-wide approach that encourages pee
learning and legal knowledge exchange.




Thank you

Any questions please ¢




